Fang’rail-P

Ultra-Secure Managed File Transfer System

INTRODUCING

FanTail-P v22.0

What's New!

€ Technology Upgrade €© Bot
e Spring Boot 2.7 e Data Compression
e Angular 14
o Docker & Kubernetes € Event-Based Agent
* SonarQube e Pull/Push to Third Party SFTP/FTPS Server
e Jenkins

© controller € Web Portal

. ¢ Address Book Profile Maintenance in SecureVault
e Folderaccess with subfolder access support

¢ Improved Secure Gateway Partner Master
e Improved Secure Gateway Partner User Master

e Encryption at Rest for SecureVault
¢ Login Section for SecureVault Download

» Botregistration support for V12 and above * User-Level Disk Quotafor File Upload

¢ Improved Monitoring capabilities

e Enhanced Email Template definition € APIServer
 Force Upgrade functionality * Mobile App APIs
e Password change reminder alert * Enhanced Logging
€ Manager € Secure Partner Gateway Server
e Database-driven auto-retry functionality e SSH key generation
e Email support for JSON, XML, and HTML ¢ User file limits (Upload/Download)
¢ Account notification for 20-day inactivity e User file purging policy

ULTRA-SECURE MANAGEDFILE TRANSFER SYSTEM
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FanTail-P v22.0

Salient Features

(]

Linear scalability with parallel transmission

Secure data transfer across networks
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Automated firewall intervention

Encryption compliance with RBI guidelines
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RBI-compliant password policy

Auto-switchover for hardware failure/DR
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White-listed file extensions
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Flexible time and event-based scheduling
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File size limit check
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Seamless auto failover and recovery
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OS user not required
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Comprehensive audit trail for investigation
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Centralized database audit trail
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Interactive dashboard for monitoring and analytics
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SMS and email notifications/alerts

Notifications and alerts for timely updates
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Auto retry and checkpoint restart

Early alarm for reduced runtime failures
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Customer-wise IP whitelisting

File encryption at rest with PGP
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Dynamic token-based authentication

Fine access control with LDAP integration
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Disaster recovery compliance

Reliable data transmission with auto-failover End-to-end secure transfer with multiple H2H chaining
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Logical deployment architecture
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